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System overview

The “Perfectly Safe” Security System has three main parts as it can be seen 
above: the Command Unit, the Command Unit Interface Software, the Digital Monitor 
Centre.

They all communicate with each other and with the allowed user/users in order to 
be able to detect any attack and to announce it to the owner as soon as possible. 

The so called Command Unit has eight sensors, placed in different rooms of the 
house. The owner has the possibility to arm the alarm or not and he may stop the alarm if 
he knows the password. But what if the owner isn’t at home? 

The Command Unit has a serial interface to communicate with the Command 
Unit Interface Software, so that it can transmit the state parameters if they are requested. 

The Command Unit Interface Software should request those parameters every 1 
second from the CU and, if it should happen to loose connection or to receive a message 
that the alarm was turned on, it immediately sends alert e-mails.  

The Digital Monitor Centre is an Apache server permitting any user identified 
with an user ID and password to request information about his home. The DMC will ask 
those information from the CUIS, having, first of all, to identify himself, because the 
CUIS doesn’t transmit the state parameters to whomever asks them. For this reason, the 
CUIS always expects a Hello message as the beginning of a request. After that a certain 8 
bytes message is sent, the DMC has to encrypt it and send it back, where it would be 
decrypted and compared with the initial message. If they are identical, it means the 
request will be satisfied and the two state parameters will be send. 
 

User interface

In the following few paragraphs there will be described the way the 
communication with the user is accomplished and, also, the way the needed data reaches 
from the command unit interface into the web browser opened by the user. 
 
The graphical interface: 

If the owner of the apartment wants to know the current state of his house, he can 
login in order to verify it (user name and password needed). After the correct login is 
completed, the web browser displays the correct data. There are several types of 
messages that can be displayed in accordance with the current state of the building: 

- if the internet connection is currently down, the state of the security system is 
undetermined, and the user is advised to verify himself his apartment 

- if the connection to the command unit failed, the current state of the security 
system is also undetermined, and the user is advised to verify himself his 
apartment 

- if, for different reasons, the system is not currently turned on, the user is 
informed that his house is not protected, because of the alarm sensors that are 
not working properly 

- if the security system is working perfectly and there was no reason to turn on 
the alarm, the user is informed that everything is ok 
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- if the system is working properly and if an outsider tried to penetrate into the 
building, an emergency state is declared and the position of the places where 
the alarm sensors were turned on is displayed. 

 

The hardware interface 
To communicate with the user, the folowing inputs are available: 
Button 1 – System RESET 
Button 2 – ARMEAZA 
Switches 1-8 – input code or activate sensor(for simulation), depending on the curent 

state 
 
Overall, the posible states of the board system are: 
STATE Meaning Indicators

DEACTIVATED The system is inactive. It ignores the input 
from the sensors.  

“0” is displayed on S1 

READ code 
(deactivated state) 

Enter the code from the switches then 
press ARMEAZA again 

“C” is displayed on S1, and the 
code read on the LEDs 

ACTIVATED The system monitors the signals and if 
one of them is activated then it starts the 
countdown. If armeaza is pressed then it 
gets to the next state. 

“A .” is displayed on S1 

READ code 
(activated state) 

Read the code and check it with the one 
stored. 

“C .” is displayed on S1 

SENSOR triggered 
(countdown) 

Start the timer before triggering the alarm A countdown is displayed on 
S2. LEDs are lit according to 
the signal detected 

READ code 
(countdown state) 

Read the code from the switches and 
check it with the one stored 

The countdown is displayed on 
S2 and the code read on the 
LEDs 

ALARM Send the alarm signal “A .” is displayed on S2. LEDs 
are lit according to the sensors 

READ code 
(alarm state) 

Read the code for deactivate “C .” is displayed on S2 and 
the code read on the LEDs. 

Modules description and interconectivity

The communication with the command unit interface
The monitor centre is conceived to communicate through the CGI protocol with 

command unit interface in order to receive the useful data and to display it in the web 
browser. 
The connection with the command unit is established using the communication through 
TCP sockets. In order to initiate the request, a one octet “hello” code is sent and the reply 
is waited for 5 seconds. The expected reply consists of a eight octets code, that is 
encrypted with a public key using the Idea algorithm and sent back to the command unit. 
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If the decrypted code is identical to the one previously sent, the login was correctly done 
and the useful data may be sent. 
The interpretation of the two octets of the useful data: 

- the first octet sent shows: 
o the state of the connection to the command unit => may be working or 

failed 
o the state of the security system => may be turned on or off 
o the state of the alarm sensors => they may be alarmed or not 

- the second octet sent shows the state of each of the eight alarm sensors 
The result of these two octets of data are is displayed into the web browser. 
 

The Command Unit Interface Software

The Command Unit Interface Software is an essential part of our "Perfectly safe" 
security system, because it ensures the communication between the Command Unit and 
the Digital Monitor Centre. What does this mean? It means that the Command Unit 
Interface Software allows any user connected to the Digital Monitor Centre to have 
access to information about his house/ apartment protected by the "Perfectly safe" 
security system.

“Perfectly safe” 
security system 
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Here is how the Command Unit Interface Software communicates with the rest of the rest 
of the sytem: 
 

The first important role of the Command Unit Interface Software is to 
communicate with the Command Unit, the alarm device placed in the user’s home.  The 
CUIS needs to know the state of the apartment in order to provide this information when 
asked to the Digital Monitor Centre. A serial communication is used between the two 
entities (CUIS and CU). 

That’s why, every 1 second it sends a request to the Command Unit for the state 
parameters. If no answer arrives, the CUIS retransmits the request message. After a 
certain number of failed attempts, the CUIS declare the communication lost and can not 
say anything about how safe the house may be. Considered to be an emergency situation, 
the CUIS will send warning e-mails to the owner/ owners of the apartment. 

If the requested information are received in time, the CUIS will process them, 
with care to see if the alarm was turned on. In this case, also an emergency situation, alert 
e-mails will be send to the owner/owners of the house. 

Let’s see how the communication between the CUIS and the CU takes place: 
 
CUIS 

1. send Request message - 1 byte 
2. wait for Reply message – 7 bytes 
3. if no message is received and the maximum allowed number of retries is not 

excedeed, go to 1. 
4. if no message is received and the maximum allowed number of retries is 

excedeed, declare the communication down, go to 7 
5. if the message is received, the information is process, go to 6 
6. if the alarm was turn on, send alert e-mails, else go to 8 
7. send warning e-mails, go to 8 
8. go to NEXT STEP 

COMMAND 
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The 7 bytes send by the CU have the following bits: 
 1 2 3 4 5 6 7 8

Byte 1 Ar Ar Ar Ar Al Al Al Al     
 Byte 2 Ar Ar Ar Ar Al Al Al Al 
 Byte 3 S1 S2 S3 S4 S5 S6 S7 S8 
 Byte 4 S1 S2 S3 S4 S5 S6 S7 S8 
 Byte 5 S1 S2 S3 S4 S5 S6 S7 S8 
 Byte 6 S1 S2 S3 S4 S5 S6 S7 S8 
 Byte 7 S1 S2 S3 S4 S5 S6 S7 S8 
 
Their meaning: 
 Ar – system armed/ not armed 
 Al – alarm turn on/off 
 S1, S2,.., S8 – senzor 1, senzor 2,…, senzor 8 
As it can be easily seen, every bit is send more than once in the same Reply message in 
order to avoid errors in transmission. The CUIS will decide the value for each bit (0 or 1) 
based on the number of appearances of 0s, of 1s for each Ar, Al or Si. After processing in 
this way the received message, the state parameters will have the following structure: 
 1 2 3 4 5 6 7 8

legArmAl L L Ar Ar Al Al _ _ 
 senzori  S1 S2 S3 S4 S5 S6 S7 S8 
 

L bits – the communication state: up(1) or down(0). 
Ar – system armed/ not armed 
Al – alarm turn on/off 

This is also the information passed to the Digital Monitor Centre when requested. 
 
After one step of communicating with de CU, the CUIS checks if any request or message 
was received from the Digital Monitor Centre. In the case of an positive answer, the 
request is treated and the CUIS checks again for any message from the Digital Monitor 
Centre. If no such message is received, the serial communication is treated as described 
above, and all this steps are repeated.  

What happen if a request message is received by the CUIS? The are two possible 
phases for this communication. In the beginning, the phase is 0. 

 
1. if current phase is 0, go to 2, else go to 4. 
2. if received message is Helo, goto 3, else go to 7 
3. send identification message (8 bytes), phase ++ 
4. decrypt the received message, go to 5 
5. if the decryption result is the same as the identification message, go to 6, else 

go to 7 
6. send state parameters, phase<-0 
7. send nothing, phase <-0 
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To ensure that nobody, but the allowed persons will have access to the information about 
the house current state, every request message is assumed to begin with a Hello message, 
one byte with a certain value. If there are no errors at this stage, another fix message is 
send, consisting of 8 bytes. The receiver is assumed to encrypt this message (using the 
IDEA algorithm) and send back the result. The CUIS will decrypt the message again and 
will check if it is the same with the 8 bytes message initialy send. This is a way of 
authentification, to be sure not anyone will have access to information about the 
apartment. If there are no problems, the state parameters, the 2 bytes, are send. If any 
problem in authentification happens to occure, nothing is send back. 
 

The Serial interface

The alarm’s control unit is connected with a computer, in order for it to 
communicate the current state. A module, hereinafter called UART is responsible for 
doing just that (UART stands for Universal Asynchronous Receiver Transmitter) . The 
communication is established over a serial line link according to the RS232 standard, in 
which the command unit is configured as a DCE device.  
 
The EIA 232 specifications

The RS232 standard was developed in the 1960’s and it was renamed EIA232 
in 1990. The most recent version, EIA 232E was introduced in 1991, and proposed new 
names for the signal lines and defintions for various new lines, including a shield 
conductor.  

The standard specifies signal voltage levels to be used, the signal timing 
characteristics, a protocol for information exchange, and the types of mechanical 
connectors involved.  
 
The signal lines 

Refering to the complete EIA232 standandard, it uses 8 distinct signal lines. 
Out of these 8, only 3 are used for actual data transmition, leaving the rest for status and 
control signals. These lines are the only ones that are used by the command unit: 

 
� Rx – receive line 
� Tx – transmit line 
� GND – signal ground 

 
The most important thing to be noticed here is that the communication is full 

duplex (separate receive and transmit lines allow simultaneous reception and 
transmition). 
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Signal voltage levels

The RS232 standard uses inverse logic for signal representation on the 
medium. A voltage level of -3V to -25V with respect to the signal ground (a distinct  line 
used in communication) is used for logic ‘1’. A voltage level of +3V to +25V is used for 
representation of logic ‘0’, leaving a gap between -3V and +3V as a transition region in 
which the signal has no definite state.  

This strategy has many advantages. First of all, if the line is down, the 0V 
voltage level isn’t interpreted as a signal state, so the communication can be easily 
declared interrupted. Also, a signal noise, with an amplitude below 3V is allowed, as it is 
no source of damage for the signal on the line. 

 
Signal timing

Although, RS232 proposes no fixed baud rates, the standard ones used in 
communication are: 300bps, 600bps, 1200bps, 2400bps, 4800bps, 9600bps, 19200bps 
and finally even 38400bps with new computer UART’s. Higher rates are more prone to 
signal distortion and loss, thus the risk of incorrect transmition is increased. Due to the 
incredibly small amount of data transmitted by the command unit, the chosen baud rate is 
9600bps.  

The communication over the serial line is asynchronous(opposed to 
syncronous serial, like Ethernet). This means that no clock signal is sent over the link, so 
the data is preceded by a start bit and is immediately followed by a stop bit. The method 
is presented in the following paragraphs.  
 
The protocol

When the transmitter has no actual data to send, it continously sends logic ‘1’, 
keeping the line at a negative voltage level between -25V and -3V.  When a byte is sent, 
it is preceeded by a logical ‘0’, called the start bit, for the receiver to be informed that it 
must start the reception. In much the same way, the byte is followed by one or two 
logical ‘1’ bits that mark the end. These control bits are absolutely crucial for the 
transmition.  
 
The connectors

At the ends of the line, two devices communicate with each other. These are 
commonly refered to as DTE (Data Terminal Equipment) and DCE (Data Circuit-
terminating Equipment). The difference between these two is that the DTE is the service 
provider and the DCE is the client. For example, when you connect an external modem to 
the computer, the modem is the DTE and the computer is DCE. On synchronous lines, 
the DCE is the one responible for sending the timing sigal on the link. 

The commonly used connectors used are DB25 and DB9, male on the DCE 
device and female on the DTE. The command unit of the alarm system is configured as a 
DCE device, and has a DB9 female connector. 
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The UART module

Any device that is able to communicate over a RS232 serial line is equiped  
with a hardware module called Universal Asynchronous Receiver and Transmitter. The 
module on the command unit of the security system has even more functionality 
implemented besides basic data transmittion and reception. It also knows the protocol 
used, it collects the data to be transmitted, it forms the frames to be put on the medium, 
and it even knows when to begin transmittion. 

A birds-eye view for the module is the following: 
 

The module continually listens on the serial line for data. The moment it 
receives a trigger byte (0x61h), as a request signal, it sends a frame of 7 bytes to the 
computer with the current state of the system. The format of the frame is the following: 
the first two bytes are identical, and contain information about the Alarmed/Armed state. 
The following 5 bytes are also identical and contain information about the state of the 
sensors. 

Byte #1: X X X X Y Y Y Y 
Byte #2: X X X X Y Y Y Y 

Byte #3: S1 S2 S3 S4 S5 S6 S7 S8 
Byte #4: S1 S2 S3 S4 S5 S6 S7 S8 
Byte #5: S1 S2 S3 S4 S5 S6 S7 S8 
Byte #6: S1 S2 S3 S4 S5 S6 S7 S8 
Byte #7: S1 S2 S3 S4 S5 S6 S7 S8 

Armed 
Alarmed 

Rx
Sensors 

Tx
Reset 
CLK 

MAX 3386 
Voltage 

converter 

Security 
System 

commmand
unit 

UART 

Serial line8
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� The X in the frame is the Armed state (1-system armed, 0-system unarmed).  
� The Y is the Alarmed state (1-Alarm, 2-Safe). 
� S1 to S8 are the signals from the sensors (1- motion detected, 0-motion not 

detected) 
 

A close-up on the module:

As you can see, the fundamental components of the UART module are : the 
transmition module, the reception module and the control unit.  

The reception module continously monitors the serial line for communication. 
When data is received, the module stores it in an 8 bit reception buffer and the Rx ready 
signal is set. When the control unit detects this, it verifies if received data is a request for 
transmition. If this is the case, it sets the SEND signal so the TX unit sends the data 
frame. 

RST 
 
Rx pin 

Data

Rx ready
CLK 

RST 
Armed 
Alarmed 

Tx pin
Sensors      

Tx ready
CLK 

SEND

Clock divison 
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Clock divison 
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Sensors [7:0]
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TX
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The TX and RX modules operate at different clock frequencies. The 
transmition timing must exactly match 9600 bps. Therefore the clock signal on the board 
(50 Mhz) is divided 5200 times. Taking into account that the transmition is asyncronous, 
the receive module must provide some kind of clock synchronisation, therefore it 
operates at a higher frequency: a 1300 division of the original clock signal. The 
synchronisation method uses a second clock signal matching 9600 bps, which is triggered 
on the center of the start bit. This guarantees the correct sampling of the signal. 

After the data is received, the control unit issues the clear rx buffer signal 
which resets the rx unit. 

For furher details about how the UART modules are implemented, please 
refer to the attached Verilog sources. 
 

The alarm trigger and sensors/user interface

Modules: 
1. top.v The main module
This makes the connection between the signals processing module (alarma.v) and the 
serial interface module (uart.v). 

 

Inputs:
CLK   – the clock signal; 
rst    – the reset signal; 
armeaza  – this signal is used for activating/deactivating the system, as 

described in the Use section below; 
semnale   – the signals from the senzors; 
 

Outputs:
iesiri  – the signals foractivating the board indicators (LEDs, 7 segment 

displays) 
rx_pin   – the RECEIVE pin of the serial interface 
tx_pin   – the TRANSMIT pin of the seial interface 
 

2. alarma.v Signal processing and system state change
This is the central part of the system; it determines the curent state and sets the signals 
for the serial interface module and the state indicators on the board. 

 
Inputs:
ARMEAZA  – the signal which activates/deactivtesthe system 
SEMNALE  – the signals from the senzors 
 
Outputs:
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ARMAT  – the state of the system: activated/deactivated 
ALARM  – indicates if the alarm has been triggered or not 
CARE   – which sensors has been triggered 
iesiri  – the signals for the board indicators, as described in the 

“seteaza_indicatori” module 
 

The ASM used for this module:

State description:
s000 – the system is deactivated. To become active it needs the signal ARMAT to be set 

to 1 by the “citeste_cod” module. 
s001 – the system is activated and it monitors the sensors. it can be deactivated by setting 

the signal ARMAT to 0 or it can start the countdown for the ALARM if one of 
the sensors is trigered 

s010 – on of the sensors has been triggered and the countdown has started. The system 
can be deactivated by setting ARMAT to 0. 

s011 – the signal ALARM gets activated. It can be reset by entering the proper code. 
 

3. citeste_cod.v  Read the code and activate/deactivate the system
This module reads the code from the switches and, depending on the state of the 

system, it sets or unsets the ARMAT signal, which is then transmitted to alarma.v. 
 
Inputs
ARMEAZA  – indicates if the signal for arming the system has been received 
intrari   – the code state of theswitches, representing parts of the code 
 
Outputs:
activat  – indicates if the system is activated or not 
citesc – this signal is 1 if the module is currently in a state where it reads 

the code(between the first and the second receive of the 
ARMEAZA signal) 

citit   – the value of the current code(partially read). 
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The ASM used for this module:

State description:
s000 – the module wayts for the ARMEAZA signal 
s001 – ARMEAZA signal switchet to 1. wait until it becomes zero 
s010 – read the code. If ARMEAZA becomes 1 then, depending on the state of “activat” 

switch it to 1 or compare the codes and if they check switch it to 0, then change to 
state s011; 

s011 – ARMEAZA activated for the second time, wait until it becomes 0 and then go to 
s000 
 

4. seteaza_indicatori.v  Sets the board indicators 
This module is for setting the indicators on the board depending on the state of the 

system. 
 
Inputs:
CARE   – indicates which sensors have been triggered 
stare  – the current state of thesystem, as described in the alrama.v 

module 
secunde  – the number of secconds before the alarm is triggered 
citesc   – this is 1 if the system is currently reading a code 
cod   – the current value of the partial code 
 
Outputs:
iesiri – the signals for the board indicators, as described below 
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The net “iesiri” is transmitted through the alarm module to the top, where it is 

mapped over the indicators on the board. 
 

The mapping of each bit is: 
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Conclusions and further development

People all over the world have begun to understand and appreciate the benefits 
of the high-tech era. As the technology of today becomes more and more accessible,  it 
penetrates our houses, our minds and souls. In the center of this digital world, lyes 
communication as the boundaries of space have already been crossed. 

Probably, security issues will not be a matter of concern in a few years. 
Remember that about sixty years ago, the nazi regime exterminated people in camps? We 
are experiencing tremendous advances of  civilisation. But unfortunatelly now, security is 
still probably one of our most important concerns. 

To address some of our fears we developed electronic gadgets of all kinds. 
Some of them are cheap, while others cost a fortune and are custom buit for high-end 
customers.  Unfortunatelly most of the people still don’t feel relieved and that is a fact. 
Think about the many  times you left for a vacation and left your house unsupervised.  

More and more houses are equiped with security systems, but unfortunatelly 
most of us still cannot afford the services of a security company. So all we do is buy an 
alarm system that makes some noise. And we wander why we still don’t feel releived… 

Our ideea isn’t new. Everybody wants someone or something to tell them 
from time to time if their house is safe. This is all our system does: it keeps you in contact 
with your home, whether you are at work, on vacation or even jogging. All you need to 
have is a communication device like a cell phone, PDA or a computer. 

What you have read so far, gave you an ideea of how this system should be. 
Unfortunatelly we only succeded in demonstrating the concept. We showed you a small 
system that  alerts you by e-mail and allows you to monitor your house using the web.  

What we didn’t show you, is how the system alerts you on your mobile phone 
and even calls the police. How does it do that? Well, it uses a sms server on the internet 
in order to send you an alert message on your mobile phone. An analog modem is also 
connected, so that when the alarm is triggered, it automatically calls the police and plays 
a pre-recorded message. What we also didn’t show you is how a mobile phone is 
connected to the system so that when the internet connection is down it sends you an alert 
message through GSM. Oh, yes, and what we also didn’t show you is how the system 
records and sends over the internet live images with the burglars inside your house. 

All of these can be custom built. It is no longer expensive. A system like this, 
which costs below 1000 EUR with all functionalities included is something that you buy 
once, and protects your house for a lifetime. 
 


