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 Abstract 

 We thought about using the used Sim cards for an access restriction system. Each Sim 
card has 16 bytes of data. Five of them are used to store remaining credit, and can be easy 
modified. The other 11 bytes of data are read-only and can be used in our project. We will 
use the first two bytes for identifying the user who wants access to the specified area. We 
assume that the users with access to the area are stored in a 32KB external memory (probably 
on an FPGA board). 
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1. Introduction: 
The well known sim cards are the ones that are used especially in the field of prepaid 
services, such as: 

1. Public fixed telephony and Wireless telephony; 
2. Urban parking services; 
3. Public laundry services and Many others. 

The possibilities of the well known Sim card are still little used. That's why we have decided 
to realize a project that can be useful in the real life, using only the most elementary 
knowledge about Sim cards. 
Warning! Using this information for altering the content of Sim cards and commercial use of 
this action can be illegal. 
 
2. About the Sim Card: 
The Sim card is a combination of a standard plastic support (3.4x2.1 inch) and an EEPROM 
serial  memory with a variable storage capacity. The newer versions have a built-in memory 
controller, increased memory capacity and increased data security system. The position of the 
chip on the plastic support is very precise, and the terminals have the shape and position 
accordingly to the two most known standards ISO and AFNOR. 
On the surface of the plastic support can be printed images, commercials, using instructions 
or any other useful thing. 
The memory and controller type is different from a producer to another. It also deppends on 
the needs of the users and the level of data security required. 
Recently, a more advanced version has been produced: a combination of Sim card and 
Magnetic card; it has increased data security and it is almost impossible to fake this kind of 
card. 
 
3. Read/Write Protocol: 
The common Sim card is based on the ISO 7816 standard: 

a) VCC=5V; 
b) maximum consumed current 200mA; 
c) maximum current on the I/O pin 200uA; 
d) CLK=3.579 MHZ. 

Modern equipments have adopted the following standard: maximum consumed urrent 20mA 
CLK=3.579MHZ or 4.915 MHZ. 
It's now possible to transfer data from a Sim card at a 9600 baud rate using RS232 standard 
Old models use a 21V voltage for memory writing, but this was elliminated in the earlier 
models. 
Most memories and controllers use a low active reset signal for adressing control and data 
transmission, the high active level being used for synchronization. This is the same sequence 
used for the Sim card. The public phone uses the WriteCarry sequence for calculating and 
writing the remaining money ons the sim card. The following C program is easy to 
understand and very intuitive, it can be improved by anyone. 
 
#include <stdio.h> 
#include <conio.h> 
#include <dos.h> 
#include <math.h> 
void command(int,int); 
void read(void); 
void write(int,int); 
void writecary(int,int); 
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unsigned char getbit(void); 
unsigned suma,d[16],temp; 
int i,ii,j,k,h,h2,oct,x,adr,octet,bit; 
 
main() 
{ 
   clrscr(); 
   adr=*((int far*)0x408); 
   printf("%x",adr); 
   oct=15; 
   read(); 
   while(1) 
   { 
      x=getch(); 
      if(x==27) break; 
      if(x=='1') 
      { 
      oct=15; 
      read(); 
      } 
      if(x=='2') 
   { 
   gotoxy(38,18); 
   printf("Nr. octet/Enter/Nr.bit"); 
   gotoxy(43,19); 
   printf("Octet:"); 
   gotoxy(45,20); 
   printf("Bit:"); 
   gotoxy(50,19); 
   scanf("%d",&octet); 
   gotoxy(50,20); 
   scanf("%d",&bit); 
   write(octet,bit); 
   oct=15; 
   read(); 
      } 
      if(x=='3') 
   { 
   gotoxy(38,18); 
   printf("Nr octet/Enter/Nr bit"); 
   gotoxy(43,19); 
   printf("Octet:"); 
   gotoxy(45,20); 
   printf("Bit:"); 
   gotoxy(50,19); 
   scanf("%d",&octet); 
   scanf("%d",&bit); 
   writecary(octet,bit); 
   oct=15; 
   read(); 
   } 
   } 
   return(0); 
} 
 
void read(void) 
{ 
   clrscr(); 
   gotoxy(11,2); 
   printf("Introduceti cartela si apasati tasta dorita \n\n\n"); 
   comand(1,0); 
   delay(1); 
   comand(1,1); 
   delay(1); 
   comand(1,0); 
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   delay(1); 
   comand(0,0); 
   delay(1); 
   suma=0; 
   for(i=0;i<=oct;i++) 
   { 
      gotoxy(10,i+5); 
      h=0;d[i]=0;h2=0; 
      printf("%.2d     ",i); 
   for(j=0;j<=7;j++) 
   { 
      k=getbit(); 
      gotoxy(21-j,i+5); 
      printf("%d",k); 
      h=h+pow(2,7-j)*k; 
      h2=h2+pow(2,j)*k; 
      delay(100); 
      command(0,1); 
      for(ii=0;ii<900;ii++); 
      command(0,0); 
      if(k) d[i]++; 
   } 
   gotoxy(23,i+5); 
   printf("    %.2X %.2X",h2,h); 
  } 
  suma=d[8]*4096+d[9]*512+d[10]*64+d[11]*8+d[12]; 
  printf("\n    Suma ramasa:%u0 lei",suma); 
  gotoxy(11,23); 
  printf("apasati: 1-citire; 2-write; 3-writeCarry"); 
} 
 
void comand(int a, int b) 
{ 
   int s; 
   s=4*a+2*b; 
   outportb(0x378,s); 
} 
 
unsigned char getbit(void) 
{ 
   return !((128&inportb(0x378+1))>>7); 
} 
 
void write(int octet, int bit) 
{ 
   int c; 
   c=octet*8+bit; 
   comand(1,0); 
   delay(1); 
   comand(1,1); 
   delay(1); 
   comand(1,0); 
   delay(1); 
   comand(0,0); 
   delay(1); 
   for (i=0;i<c;i++) 
   { 
      comand(0,1); 
      delay(1); 
      comand(0,0); 
      delay(1); 
   } 
   comand(1,0); 
   delay(1); 
   comand(0,0); 
   delay(1); 
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   comand(0,1); 
   delay(11); 
   comand(0,0); 
} 
 
void writecary(int octet, in bit) 
{ 
 int c; 
    c=octet*8+bit; 
    comand(1,0); 
    delay(1); 
    comand(1,1); 
    delay(1); 
    comand(1,0); 
    delay(1); 
    comand(0,0); 
    delay(1); 
    for(i=0;i<c;i++) 
    { 
  comand(0,1); 
        delay(1); 
        comand(0,0); 
        delay(1); 
    } 
    comand(1,0); 
 delay(1); 
 comand(0,0); 
 delay(1); 
 comand(0,1); 
 delay(11); 
 comand(0,0); 
 delay(2); 
 comand(1,0); 
 delay(1); 
 comand(0,0); 
 delay(1); 
 comand(0,1); 
 delay(11); 
 comand(0,0); 
} 

 
The "Read" diagram: 
 

 
The "Write" diagram: 
 

 
 

The "WriteCarry" diagram: 
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4. Hardware: 
The card reader is very simple. An external 5 VCC power source is needed because the 
energy offered by the PC parralel port isn't enough. If it is connected to the PC parallel port it 
will be possible to see the results of this program. For testing it is enough to have a used 
phone card with only a couple of units left on it. 
This is the schematic: 
 

 
 
The reader we made,according the schematic above  is present in the following pictures: 
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5. The Sim Project: 
This project is a practical application for an institution that wants to restrict access to 
certain areas, using for acces Sim cards. How should the device function: 

1. Each of these access devices has an internal memory that contains a database with 
information about each employee that has access to the restricted area; 

2. When the Sim card is inserted , the userid is read from the card and it is compared 
with the ones stored in the memory of the device. If a match is found, the 
enter/exit time is written into the memory. If no match is found, access to that 
zone is denied; 

3. If it is needed, a supervizor can find out the enter/exit time for any user in the 
database 

The project was developed using Verilog language under Linux operating system. The 
modules are presented here: 

1. Memory handling bloc: it is used for simulation purposes only; in reality the 
32KB memory of the XS40 board will be used. This memory will be used for 
containing the database; 

2. Sim card: used for simulation purposes only; For the user id we used only the first 
16 bits of data on the card. A normal card contains 16 bytes of data; 

3. Card reader+Comparing block : reads(serial) the 16 bits of data from a Sim card 
and it generates a 16 bits data block that represents the user id. The comparing 
block takes the 2 bytes of data and tries to match them using the database.  

 
5.1. Memory handling block: 
The memory handling block contains the following submodules: 

1. mem.v: 
Entry data: 
a) "adresa": 8-bit value that represents the index of the user read from memory. For  
each user we have in memory 48 bits of data, userid:16 bits, entry time:16 bits, exit 
tyme: 16 bits; 
b) "ext_addr": if the supervizor activates the "ext_req" signal, the "ext_addr" value 
will be used to read from the memory, using the given address; 
c) "start": signal that indicates the card reading is over, and the comparing between 
this data and the stored data can begin; 
d) "ext_req": external request(from the supervisor); it is used to read from the memory 
the entry/exit time of the user addressed by "ext_addr"; 
e) "time_type": in combination with "ext_req", defines the entry/exit time to be read 
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from memory; 
f) "oct0","oct1": the two data bytes that are read from memory, because we can't read 
two bytes simultaneously, so we read them one by one. 
  
Exit data: 

 a) "user_id": the 16 bits of data that contain the user id read from memory 
b) "mem_ok": the signal that indicates for the other blocks that the userid contains  
valid data (the reading from memory is done); 

 c) "addr_o": the 15 bits used to address the 32KB of memory; 
d) "OE_o","CE_o": Output Enable and Chip Enable signals for the memory  
circuit; they are low level active signals. 

  
2. decid.v 

Entry Data: 
 a) "adresa_cit": the adress used to read data from memory; 
 b) "adresa_scrie": the adress used to write data into memory 
 c) "OEin","CEin","WEin": Output Enable, Chip Enable, Write Enable signals; they  

are low level active signals. 
 
Exit Data: 
a) "adresa_ies": the adress used to read/write data from/to memory; the module writes 
data if "WE"=0 and reads data if "OE"=0; 
b) "OE","CE","WE": the control signals for the memory; it will be impossible to read 
and write at the same time in/from the memory. 

 
3. scrie_mem.v contains a module that writes in memory at the address "adresa_o" the 

entry/exit time: 
 

Entry data: 
a) "gasit": if it is "1" the user that introduced the sim card has access to the restricted 
area, so the entry/exit time will be written in memory; 
b) "flag": if it is "0" it means that the user is trying to enter the restricted area; if it is 
"1" it means that the specified user is trying to exit the restricted area; 

 c) "addr_8": the index of the user found in the database. 
 

Exit Data: 
 a) "WE_o": the signal that commands the memory writing process; 
 b) "adresa_o": the 15-bit memory address for the database; 
 c) "timp": the data being written in memory at the address "adresa_o"; 
 

4. memorie_sim.v is the module that is used as the memory circuit during simulation: 
Entry Data: 

 a) "adresa": 15-bit value that addresses the byte with the "adresa" index value from 
 memory; 

 b) "OE","CE","WE": Output Enable, Chip Enable, Write Enable; 
 c) "dara_wr": if "WE" is "0", the 16 bits contained by "data_wr" will be written at the 

address "adresa" 
 

Exit Data: 
 a) "data1","data2": the two bytes read from memory if "OE" is active;  
 
5.2. Sim card block(used only for simulation) 
The sim card block contains the following submodules: 

1. cartela.v simulates the function of a sim card. 
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Entry Data: 
a) "comanda": 2-bit command signal used to send commands to the Sim memory 
controller; it is used to read data from the Sim card; 
 
Exit Data: 

  a) "iesire": the bit read from the card; 
 

2. clock.v generates the CLK signal. 
Entry Data: 
a) "card_in": signal that indicates if we have a Sim card in the reader. 

    
 Exit Data: 
 a) "CLK": the clock signal. 

 
5.3. Card reader+Comparing block 
The card reader and comparing block contains the following submodules: 

1. reader.v : reads 16 bits of data from the Sim card. 
Entry Data: 
 a) "intrare": the bit read from the card; 

  b) "read": command to specify that the card reading will start. 
      
 Exit Data:    
 a) "iesire": the bit read from the card is sent to the next module 
 b) "comanda": 2-bit command reg. used to initialize the Sim card and to read a bit  

             from the initialized card; 
 c) "valid": the bit that was read from the card is being validated. 
  

2. cit_comp.v: The cit_comp block plays a very important role in the system. It is 
located between the reader block and the compare block. The reader interrogates the 
sim card and extracts the data needed to identify the current user. This incoming data 
uses only one wire so the reader can extract only one bit at a time from the sim card. 
The compare block needs two chunks of data to compare: on one hand we have the 
serial data from the reader and on the other hand we have incoming parallel data from 
the memory block and these chunks of data have to be compared simultaneous. The 
compare block requires a sixteen bit bus input (the data from the reader) so that a fast 
and simple comparison can take place. The cit_comp block is an interface between the 
reader that sends serial data and the compare block that receives parallel data. 

Entry Data: 

The block receives the sim card data through the input wire called bit_citit as dictated 
by the input wire valid. Every time the signal valid activates the block reads one bit 
from bit_citit and stores it in a different location within an internal 16 bit register. 
The block is reset and initialised by the clock signal also present as an input. The reset 
operation is dictated by the clock signal but only in the absence of the valid signal 
(which dictates a read_bit operation). 

 
Exit Data: 
When cit_comp receives the first clock signal it means that it is ready to receive and 
process data so it requests data by activating the citeste signal and keeping it active 
(high) until the internal register fills with data. 
As soon as the internal register fills up with the sixteen bits of data needed by the next 
block the module activates signal gata which tells the compare block that the data has 
become available on the output bus. The content of the register is then assigned to the 
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output bus called data. The cit_comp block has now sent the serial information 
received from the reader block in a parallel manner through a bus and activated the 
gata signal. 

 
3. reg.v: As soon as the data from the sim card is provided by the cit_16 block through a 

bus, that information needs to be compared to all the entries from the database in 
order to determine whether our user has access rights or not. Two things can happen: 
the user is registered in the database and he gets access granted or the entry on his 
card is not a valid one and the system activates a reject signal. The compare block 
does this comparison between the user id provided by cit_16 and the id-s provided by 
the memory block 

Entry Data: 

The compare block is connected to the cit_16 block and from that block it receives the 
data representing the user id. That data enters through bus data_in. Signal LOAD tells 
the block exactly when the bus data becomes available. At this moment a counter is 
started in order to cycle through all the entries from the memory block. 
Of course input clock is present as all the operations are synchronized with the clock 
signal. Inputs mem_in and mem_ok will be discussed later on. 

 
Working with the mem block 
The value in the 8 bit counter will be sent to the mem block through bus adresa 
representing the address or the entry number in the database. The database has – of 
course – 256 entries which can be addressed by a 8 bit register. After sendind the 
address to the memory block the compare module waits for signal mem_ok to activate 
which tells exactly when the memory block found and sent the information located at 
address adresa. When mem_ok becomes active it means that the data from the mem 
block is available on input bus mem_in (a 16 bit input). Now the comparison can take 
place. 

 
Comparison 
The module now compares the data from data_in (user id from the sim card) and the 
data provided by the mem block after interrogation. As mentioned before there are 
two things that can happen at this point: 
1. Comparison succeeds – which means that the current user is authorised by the 

system and output signal gasit is activated (this signal will be received by the mem 
block) and the address count is halted. 

 
2. Comparison fails – and there are two more possible things that can happen here as 

well: 
2.a. The value of the counter is other than FF – which means that the module will 
increment the address counter and send it again to the mem block as there are still 
possible valid entries; 
2.b. The value of the counter is FF – In this case the module activates the reject 
signal and the system becomes unusable until another sim card is entered. 

 
 
6. Simulation: 
System's behaviour when the sim card is not present in the device: 
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System's behaviour when the card id is not found in the database, "card_reject" activates: 
 

 
 

System's behaviour when the user id is found in the database: signal "gasit" activates: 
 

 
 

Signal LOAD indicates the end of the card reading sequence: 
 

 
 

The wave forms when an external request is sent: 
 

 
 

The flags modification when the user id is found in the database: the user enters restricted 
area: 
 

 
 

The start of the memory writting process. System records the in/out time for the restricted 
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area: 
 

 
 

If id is not found in the database, signal "WE" does not activate: 
 

 
 

Activation of signal "WE" for recording of in/out time for the restricted area: 
 

 
 

Serial read of the data bits from the card: 
 

 
  
 
 
 
 


